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Goals

A Be able to state the requirements A Be able to state the rationale for
of CER A491.12 (Emergency creating an After -Action Report
Preparedness (EP) for the RHC) A Be able to know the Nov 29 changes in

A Be able to identify resources to the EP rule

complete a customized EP Plan
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Emergency Preparedness Plan

A Planning for things we hope will never happen.

A On-site events and emergencies which may put staff and patients at
risk.

A Off -site events and emergencies which may impact the delivery of
service to RHC patients.

A Contingency planning for interruption of healthcare services.
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Lessons Learned 2005

A lesson learned from Hurricane Entire lifetimes of healthcare

Katrina: In 2005, only 25% of office - documentation were  lost forever for
based providers were using many critically and chronically ill
electronic medical records. patients. EMR Is now the standard.
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Hurricane Katrina

A Dorothy Jones, RHIT, health information supervisor at Medical Center of
Louisiana in New Orleans, thought removing the bottom rows of records In
her hospital 0s basement storage facil
Hurri cane Katrinaodos punch August 29,

A In a matter of hours, 400,000 medical records were reduced to pulp.
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Hurricane Sandy 2012
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Hurricane Sandy

AWhile water was impossible to hold back, the availability of health information
before, during, and after the storm remained remarkably stable.

AAmong the users of EHRSs in the greater New York City area there was only
one report of records being lost, in a small clinic that was actually in the
process of converting their paper records into an EHR system. However,

there were widespread reports of paper records being lost.

Aln New Jersey, with fewer hospitals in the direct impact zone, the State

Regional Extension Center Program planned in advance by contacting
providers prior to the stormos | andf a

stored in the their EHRs. This planning assured that patient information
would be safe and accessible during and after the storm.
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Lessons Learned 2013

A lesson learned from Moore Displacement for staff/patients.
Medical Center, OK: Approximately

50 patients/staff and 300 community
members survive the EF -5 tornado.

4 years to rebuild.
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Lessons Learned 2015

A Lesson Learned from Inland After 14 people killed and 22 injured,
Regional Center, CA: we now teach healthcare staff
oOoRun/ Hi de/ Fi ght 6 whe

threat noted.
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Lessons Learned 2017

Hurricane Harvey
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Hurricane Harvey

Communication we learned
from Harvey.

Nursing Home with 15
patients stranded In waist
high water.
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recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on

Bl Can | Recover My Files?
51152017 12:36:07

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 da?s, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.
Your files will be loston

How Do I Pay?
511972017 12:36:07

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
. Please check the current price of Bitcoin an
Time Left

d buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address s

pecified in this window.
After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

. % send $300 worth of bitcoin to this address:
About bitcon bitcoin

| accepTeD HERE [l IS
Howe to buy DACoR !

.

p7UMMngoj1vakaichdeNX]GLan
Contact Us

Check Payment

Lessons Learn 2017

A |l esson | ear ned
National Health Services.

f r om S8laskeng th&budget set for IT

updates/security is not acceptable.
Malware Is a real risk for loss of

records and interruption of
healthcare service.
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Lessons Learn 2017

Camp Fire A When to evacuate

Paradise, CA A Getting ambulances
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Lessons Learn 2017

Camp Fire A When to evacuate

Paradise, CA A Getting ambulances
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Lessons Learn 2019

Ridgecrest Hospital Earthquake A Elevators flooded

A Getting ambulances
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RHC Emergency Preparedness (EP)

Risk Assessment and

; Policies and Procedures
Planning

Emergency
Preparedness
Program

Communication Plan Training and Testing
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Risk Assessment and Planning
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Risk Assessment and Planning

EP PLAN Must:

A Be based on and include a documented, facility -based and
community -based risk assessment, utilizing an all -hazards approach.

A Include strategies for addressing emergency events identified by the
risk assessment.

A Address patient population, including the type of services the
RHC/FQHC has the abllity to provide in an emergency and continuity
of operations, including delegations of authority and succession plans.

A Include a process for cooperation and collaboration with local, tribal,
regional, State, and Federal emergency preparedness officials' efforts
to maintain an integrated response during a disaster or emergency
situation, including documentation of the RHC/FQHC's efforts to
contact such officials and, when applicable, of its participation In
collaborative and cooperative planning efforts.
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Risk Assessment and Planning

el ncluding documentation of the RHC/ F((
officials and, when applicable, of its participation in collaborative and
cooperative planning efforts.

New as of 11.29.19

Documentation of efforts to contact these officials i1s no longer
required but you must have a process.
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Risk Assessment and Planning

All Hazards Risk Assessment

TR HEHUSHOE

Community-Based
Clinic-Based
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Risk Assessment and Planning

Revised HVA Tool from Kaiser

Permanente
January 2017

Kaiser Permanente has developed a revised Hazard
Vulnerability Analysis tool and instruction sheet. Available

as a planning resource only; if sharing publicly please
credit Kaiser Permanente. This tool is not meant for

commercial use.
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Risk Assessment and Planning

What events are most likely to impact
the services your organization delivers to patients?

AShort-term Inclement Weather Events
APower or Water Interruptions
AProvider/Staff Iliness
ATechnological/Communication Failures
AFire

AWwildfires

AFloods
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Risk Assessment and Planning

Survey Procedures:
Interview RHC leadership and ask them to describe the following:..

a. The RHCOs patient population ¢t}
during an emergency;

b. Services the RHC would be able to provide during an
emergency; how It continues to provide operations

during an emergency; and delegations of authority
and succession plans.

Ask to see the facilityos written emert
policies and procedures and verify the RHC has an emergency
preparedness plan by asking to see a copy of the plan.
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Risk Assessment and Planning

Survey Procedures:

A Review the plan to verify it contains the following required elements:

a. A documented, clinic -based and community -based risk
assessment.

b. Strategies for addressing emergency events identified by the
risk assessment.

c. Addresses patient population, including, but not limited to,
the type of services the clinic has the abillity to provide
IN an emergency; and continuity of operations,
iIncluding delegations of authority and succession
plans.
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Risk Assessment and Planning

Survey Procedures:
d. A process for cooperation and collaboration with local, tribal,

reglional, State and Federal emergge
efforts to maintain an integrated response during a disaster or
emergency situation, 1 ncluding doc

efforts to contact such officials and when, applicable, of its
participation in collaborative and cooperative planning efforts.

6. Ensure the word ocomprehensiveo I n
preparedness program considers a multitude of events (not
one potential emergency) and the RHC can demonstrate that
they have considered this during their development of the
emergency preparedness plan.

/. Verify that the plan is reviewed and updated annually. (every 2 years
as of 11.29.19)
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Risk Assessment and Planning

Icy Weather Plan
Activation

__

Communication Occurs

Staff Called / Texted
Patients Called

"Office Closed” Messaging

Snow Code TV / Radio

‘ 6 Evaluation of Event

After-Action Report
EP Plan Updated

Inclimate Weather (ICE)
Clinic Closes
When School System Closes

3/4 Inch of Ice Predicted
Schools are Closing

Exposed Pipes Covered
Generator Checked

Supplies for Ice Treatment

Planning for After-Event
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Risk Assessment and Planning

Types of Emergencies

Man Made: Active shooter
Cyber Attack
Bioterrorism
Total power outage

Natural Disasters: Tornadoes
Hurricanes
Severe Storms

Public Health EmergenciesPandemic Influenza
Zika Virus Outbreak
Biological Hazards

Chemical Emergencies
Mass Casualties
Radiation
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Risk Assessment and Planning

Interpretive Guidelines:

AEP program must describe the RHC's comprehensive approach to meeting the health
safety, and security needs of their staff and patient population during an emergency
or disaster situation.

A The plan will address how the RHC would coordinate with other healthcare facilities,
as well as the whole community during an emergency or disaster (naturat, man
made).

AThe emergency preparedness program must comply with all applicable Federal, State
and local emergency preparedness reguirements.
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Policies and Procedures
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Policies and Procedures

The policies and procedures must be reviewed and updated at least
annually. (will be Biennally as of November 29, 2019)

At a minimum, the policies and procedures must address the following:

(1) Safe evacuation from the RHC/FQHC, which includes appropriate
placement of exit signs; staff responsibilities and needs of the patients.

(2) A means to shelter in place for patients, staff, and volunteers who remain In
the facility.

(3) A system of medical documentation that preserves patient information,
protects confidentiality of patient _Information, and secures and
maintains the availability of records.

(4) The use of volunteers in an emergency or other emergency staffing
strategies, including the process and role for integration of State and
Federally designated health care professionals to address surge needs
during an emergency.
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Policies and Procedures

ARHC will comply with all Federal, State, and local laws regarding
community -wide and RHC emergency preparedness

AEP Plan will be reviewed at least annually and updated with any
changes arising from findings with After  -Action Report (AAR)
(Every 2 years as of November 29, 2019)

AAddress Patient Population
Example: patients with limited mobility in a clinic on 3 "d floor

AServices Offered during Emergency Events

RHCs provide out -patient service, so this will be addressed for
providing these services or closing
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Policies and Procedures

Survey Procedures:

c. When surveying the RHC, verify that all exit signs are placed In
the appropriate locations to facilitate a safe evacuation.

d. Ask to see documentation that verifies the policies and
procedures have been reviewed and updated on annual
basis. (every two years as of November 29, 2019)
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Communication Plan
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Communication Plan

A Comply with Federal and State laws  d see State EOP requirements
A Update the EP Plan at least Annually (Every 2 years as of 11.29.19)
A Include required Contact Information

A Include Alternative Means of Communicating 0 Text, Email, Phone,
Social Media platforms

A Provide Information about Patients 8 RHC Patient Tracking Form for
Transfers and the American Red Cross Patient Reunification
Program

ADetermine Clinic Needs and/or the CI |
Assistance to the Community
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Communication Plan
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